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2.PURPOSE OF ‘MAINTENANCE HANDBOOK'

The purpose of this handbook is to identify and describe the key management system
requirements in relation to: 

BS EN ISO 22301:2019. Security and resilience. Business continuity management
systems. Requirements.

In addition to providing guidance on the day to day maintenance requirements, further
guidance is also provided to assist you with facilitating the Management Review
process and preparing for any external audits (surveillance and re-certification)
provided by your external certification body.
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3.WHAT IS A MANAGEMENT SYSTEM

Complying with customer requirements or statutory and regulatory requirements
Protect business resilience through embedding best practices, quality and
compliance of products and services
Growing the business in line with strategic aspirations, thereby increasing revenue

Assign roles and responsibilities and see exactly where there are bottlenecks.
Ensure value-adding monitoring, measurement, and analysis of data, that in turn will
assist the business to make more informed business decisions. 
Demonstrate compliance to even the most rigid regulations.
Understand where corrective action needs to be taken, and how this can be potentially
avoided in future.

Every business has three basic challenges that threaten their success if not met:

A management system is a framework of policies, processes and procedures that your
business can use to ensure that it can fulfil all these tasks in order to achieve its ongoing
improvement objectives. When effectively run, a management system can fine-tune your
operational performance, manage known risks, and assist to operate in more efficient and
sustainable ways.

In addition, a management system has the ability to 

The level of complexity of a management system will depend on each businesses specific
context. For some businesses, especially smaller ones, it may simply be in the form of
strong leadership from the business owner, providing a clear definition of what is
expected from each individual employee and how they contribute to the businesses
overall objectives, without the need for extensive documentation. Whilst larger, more
complex businesses operating, for example, in highly regulated sectors, may need
extensive documentation and controls in order to fulfil their legal obligations and meet
their high-level strategic objectives.



4.WHY MUST A MANAGEMENT SYSTEM BE
MAINTAINED?
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A management system needs to reflect the ‘reality’ of an organisation in order to remain
effective and provide the value-adding benefits noted previously. 

As a business grows or diversifies, there is a good chance that processes and ways of
working may change and improve. An example may be when a new technical system (i.e. a
CRM system) is implemented – this may not fundamentally change how a process works –
but the new system may replace a number of manual records previously maintained as
part of the management system. As a result of the new system, reporting may improve
which in turn may lead to more effective strategic level decision making.

Therefore, it is important to review any changes as they occur and evaluate what, if any,
changes it makes to the documented management system.This way the management
system can be updated to reflect the new way of working.

It is also important to ensure that key records and policies are periodically reviewed to
ensure they remain up to date and in alignment with the strategic direction of the
company. A good example may be the management system objectives. It’s important to
review these periodically through the year to ensure that they remain relevant to what
the business wants to achieve, otherwise wasted effort may be made progressing an
objective that will no longer provide valid improvements.



5. KEY ROLES AND RESPONSIBILITIES
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There are a number of key roles and responsibilities that are integral to the management
system:

Taking accountability for the effectiveness of the management system e.g.
establishing key metric/measures, system/process performance
monitoring and acting when process performance is not meeting intended
results, management review
Establishing and maintaining the policy and objectives and ensuring these
are aligned to the strategic direction e.g. context of your organisation,
external/issues.
Integrating the management system requirements into the DNA of the
business e.g. system architecture, business model, process model,
organisation footprint, functional alignment (Engineering, Purchasing, IT,
Finance, HR etc.)
Supporting process owners in their process management activities e.g.
deployment, governance, process evaluation, process improvement
Ensuring regular reviews of risks either through specific risk assessment
and treatment activities, allowing the outcomes to inform the direction and
use of the management system. 
Enabling resources, including people, required for an effective
management system e.g. resource planning, workload, priorities,
constraints, balance, time etc.
Communicating the importance of conformity to the management system
e.g. meetings, briefs, e-mail, intranet, focused training, consequence of
non-conformity etc.
Fostering an environment for continual improvement, e.g. proactive -
product/service/process implementation and improvement initiatives,
improvement projects, waste reduction, process re-engineering, cost
reduction etc., and reactive - acting on process performance results, audit
findings and complaints

Top Management

Top Management are required to demonstrate leadership and commitment in
regard to the Management system. Management involvement must now be
demonstrated and cannot be simply confined to annual management reviews
or signing the management system policies. Without this demonstratable
management commitment, you will struggle to have a successful management
system. Therefore, communicating the importance of Leadership commitment
and active involvement is essential to the ongoing success of the
management system. Areas where this leadership and commitment can be
demonstrated is through:
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Ensuring formal reviews are conducted of the management system to
include Management Review.
Review of objective progress. 
Reviewing the management system with appropriate parties when changes
are made in the business or as a result of an issue being raised.

Management System Champion(s)
The Management system champion(s) will be the individuals who facilitate the
day to day management of the system. They will often also act as the ‘go to’
person for any queries related to the management system for their peers.

Typical responsibilities of the champions include: 

6.OVERVIEW OF THE KEY DOCUMENTS AND THEIR
HIGH-LEVEL PURPOSE

6.1. Scope & Boundaries of Certification

The scope and boundaries of certification should be maintained as
documented information. The scope must consider both products and services
and related activities within scope, and interested parties needs and
expectations (such as customers, stakeholders and it’s the supply chain). Any
changes to the scope should be documented and made aware to your
certification body.

6.2. Policy

The business continuity policy should be documented and communicated
internally and made available to others, as necessary. This may include
suppliers who may provide critical services to your business.
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6.3. Objectives

Business continuity objectives and action plans should be documented and
maintained. These should be designed to be aligned to the business
continuity policy commitments and take account of the minimum level of
products & services that is acceptable to the organisation in order to meet its
objectives.

6.OVERVIEW OF THE KEY DOCUMENTS AND THEIR
HIGH-LEVEL PURPOSE

6.4. Business Impact Assessment and Risk Assessment

The process / methodology for undertaking business impact assessment and
risk assessment should be documented along with the results. 

Business Impact Analysis – There should be a consistent approach to
evaluating and determining continuity and recovery priorities to include an
assessment of potential disrupting activities and the impact of this disruption
to the organisations products and services over time. Part of this process
includes identifying dependencies and supporting resources for these
activities and setting the desired timeframe for resuming disrupted activities.

Risk assessment – The BIA results are then risk assessed to identify the risks
of disruption to the organisation and the risks to being able to recover from
these disruptions. Evaluation is undertaken to understand where further risk
treatment is required (that could include BCP Objectives)
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6.OVERVIEW OF THE KEY DOCUMENTS AND THEIR
HIGH-LEVEL PURPOSE

6.5. Business Continuity Strategy and Solutions, Procedures and Response
Plans

Once BIA and Risk assessment is completed, the overarching BCP strategy and
supporting solutions are defined, and procedures and granular response
plans documented to support the overarching strategy.

Strategy – The defined strategy should seek to protect prioritised activities,
and consider the supporting solutions and resources required to achieve this
strategy. It should also consider dependencies and the supply chain and set
approved timeframes for recovery of activities.

Procedures – Procedures are to be established and made available to manage
disruptive incidents and facilitate recovery in line with objective
levels/timescales. Procedures must also include defining the incident
response structure, communication protocols, steps required for recovery,
and record keeping requirements.

Response Plans - Plans are to be established and made available to respond
to identified disruptive incidents and detail how it will continue or recover
within the determined timeframe (objective).Similar to the procedures, plans
must include roles & responsibilities, invocation/stand down points, resource
requirements, communication protocols (inc media comms), granular steps
required for recovery, and record keeping requirements.

6.6. Exercise and Test results

There is a requirement to exercise and test the business continuity
procedures and plans to ensure they are going to be effective when invoked,
and to verify they meet the intended objectives. Exercises and tests are to be
conducted at planned intervals with formalised post-exercise reports
produced to facilitate lessons learnt and identify opportunities for
improvement
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7.1. BIA and Risk Assessment

BIA and risk assessment documents should be reviewed and updated in line
with changes in the business. Changes that may prompt a formal review
include introduction of new solutions or technology, a change in a key
supplier (dependency), changes in products and services provided by the
organisation etc. If no changes occur, then a review is recommended at a
minimum of annually
 

7.2. Objectives 

Business Continuity objectives help to drive continual improvement for the
management system and as such they should be maintained to ensure they
still remain appropriate.
Target dates, resources and progress should be reviewed periodically in line
with objective owners. Formal reporting of progress is included within the
management Review process. Results of objectives are encouraged to be
shared within the organisation in order to further foster engagement in the
BCMS for all staff.

7. KEY DOCUMENT MAINTENANCE REQUIREMENTS
(DETAILED)

Business Continuity Response plans
Records to support the business continuity Strategy and solutions – i.e.
evidence the IT DR plan has been reviewed/tested
Contact details for key contacts (internal and external)
Availability of BCP documentation in the event of a disruption
Results of Exercise and Test
Local emergency preparedness records (i.e. FRA)

7.3 Operational Control - Documented Information

Any implementation of local controls relating to BCP operational control
activities should be documented, retained and periodically reviewed. These
can include:



i s o l o g y h u b . c o m

Objective Progress
Results and actions arising from exercise and test
Performance of key dependencies (systems, suppliers etc)
Risk profile changes as a result of review/risk treatment
Any differences between target and current recovery time objectives
Performance of awareness & Training programme
Results of third-party review/Audits of BCMS

7.4. Monitoring and Measurement

Monitoring and measurement records should consider:

 

7.5. Audit Programme / Audit Results 

An audit programme and records to demonstrate that internal audits have
been undertaken in accordance with the programme should be maintained and
available. Evidence should also be maintained to confirm auditor competency.

7. KEY DOCUMENT MAINTENANCE REQUIREMENTS
(DETAILED)

7.7. Non Conformities & Corrective actions

Evidence to confirm nonconformities are recorded and actions taken to
address them should be maintained. This should include any investigations to
confirm root causes of nonconformities, corrective actions taken and
verification of the effectiveness of the actions.

7.6. Management Review Results

Evidence to confirm management review has taken place in line with the input
requirements and also capturing any actions arising in line with the output
requirements should be maintained to confirm management review has taken
place at the stated frequency.
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Document Control - Changes to documents should be recorded and version
control updated. The latest versions should be available where required in
hard copy or electronically at the point of use. 

Communicate the changes – Those that need to know should be made aware
of the change made and obsolete versions removed from use.

Prioritise changed elements for re-audit  - To review and confirm the changes
made were implemented effectively.

8. MAKING CHANGES TO THE MANAGEMENT
SYSTEM – THINGS TO REMEMBER

9. PREPARING FOR THE MANAGEMENT REVIEW
PROCESS

Confirm that the frequency of management review has been determined. The
standard does not tell you how often you have to undertake management
review, however “at least once annually” should be considered the minimum,
and more often if necessary.

Confirm the availability of information to address the input requirements in
clause 9.3 of the standard. 

Analyse the information and draw conclusions on actions and trends required
with a view to continually improve performance.

Following discussion on the inputs, any actions agreed should be documented
in management review outputs. Records should be retained of the outputs to
confirm when management review took place and assignment of tasks to
individuals for action.

10. PREPARING FOR AN EXTERNAL AUDIT 

Once through certification, the general approach to surveillance or
recertification audits is the same. Prepare and ensure that evidence is readily
available when needed. 

Confirm a suitable room / space for the audit to take place and also confirm
arrangements for lunch (confirm any specific dietary requirements) and
refreshments. 
Any specific requirements for working on the site such as PPE should be
communicated or made available to the auditor. 

Any specific emergency arrangements for the site should be established and
communicated (e.g. planned fire alarm tests)

The auditor should be directed to report to reception on arrival and should be
accompanied at all times during the audit.
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10. PREPARING FOR AN EXTERNAL AUDIT 

Confirm any non-conformities have been effectively addressed. Evidence
and examples will be needed to confirm that the non-conformities have
been effectively addressed and closed. 
Ensure all opportunities for improvement have been considered for
implementation. Ensure that there is good reason when OFI’s identified by
the external assessor have not been selected for implementation.
Confirm the audit plan, dates, times and availability of auditees within your
organisation.
Confirm the auditor name and contact details

10.1. Surveillance 

Review the previous external audit report to:

10.2. Re-Certification

Recertification audits should take place at least 3 months before certificate
expiry. The audit will review the entire management system and are planned
in much the same approach as above. 

Any Nonconformities raised during recertification audits will need to be
responded to via a corrective action plan submitted to the certification body
and provision of evidence of actions taken to address them is required before
the new certificate can be issued.
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11. TYPICAL MONITORING AND MEASUREMENT
ACTIVITIES (FOR GUIDANCE PURPOSES)

DEPT DAILY WEEKLY MONTHLY QUARTERLY 6 MONTHLY ANNUALLY

 IT Dept

Dynamic Back
up report check
Dynamic
Systems Monitor
check (reported
on exception)

BCP/DR
tests

Restore Tests
DR/BCP
Refresher
training 

Review of IT
specific BCP
Documents

BCP
Champions
(Local)

Ad-hoc BCP
support to
Business

Conduct BCP
Exercise/Test

BIA/Risk
Assessment
Review

Management
review (prep
local inputs)
Review of local
dependencies
(people,
suppliers,
systems,
premises etc.)
Review/complete
local BCP
Awareness
training 

Formal
Review of
outstanding
corrective
actions for
own location

BCMS
Management

Ad-hoc BCP
support to
Business

Objectives
Review
Review results
of
Exercises/test
Review
progress of
internal
auditing

BIA/Risk
Assessment
Review

Facilitate
Management
review process
·Review of Org
dependencies
(people,
suppliers,
systems,
premises etc.)
Review/planBCP
Awareness
training 

Formal
Review of
outstanding
corrective
actions and
kick off root
cause/correc
tive action
with
responsible
person 

HR
Review and
update staff
training
records

BCP
Inductions
(as
appropriate)
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